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1. PURPOSE 
This policy provides direction to CLBC staff on the use of email and fax communications at 
work.  

The Organizational Privacy Policy is the overarching policy for a suite of related policies, 
including the Use of Email and Fax Policy. These policies are supplemented by the CLBC Privacy 
Guidelines which provide an overview of privacy legislation and best practices. 

2. POLICY  
CLBC uses email and fax to communicate clearly, quickly and effectively, while protecting the 
privacy and confidentiality of personal information. CLBC uses email as an essential tool to 
communicate with others, both inside and outside the organization, to effectively support 
individuals and families.  

Emails, sent within CLBC’s email system, only contain personal information about individuals 
when the information is necessary to provide services or supports and ensure the health and 
safety of an individual being supported. 

Staff should limit the transmission of confidential and personal information in email sent to 
parties outside of CLBC. Staff use a secure method of transmission for these types of records. 
Emails sent to and from external partners are not protected by the closed network that exists 
within CLBC’s email systems.  
The use of faxes, while diminishing, still plays a role in collecting and sharing information, 
particularly professional reports. Faxes containing personal or confidential information are used 
only when other more secure options are not possible and are subject to the procedures 
described in this policy. 
Emails and faxes written and sent by or received by CLBC employees related to an individual, 
youth or family who has involvement with CLBC, form part of the individual’s record. They are 
therefore subject to the provisions of the Freedom of Information and Protection of Privacy Act 
(FOIPPA), the Interpretation Act, the Document Disposal Act, and CLBC privacy policies including 
the Organizational Privacy Policy and the Confidentiality and Information Sharing Policy. Emails and 
faxes are also subject to core government document retention, archiving and storage policies. 

CLBC staff sign and follow the Internet and Communication Technology Agreement, which 
describes the requirements related to personal use of CLBC systems. Limited use of CLBC 
communications technologies at work for personal purposes is acceptable as outlined in the 
Internet and Communication Technology Agreement. 
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3. PROCEDURES  
3.1 General 

• Use email and fax to communicate clearly, quickly and effectively within CLBC, with 
external partners, and with individuals and their families or key contacts.  

• Use email to supplement rather than to replace verbal communication. 

3.2 Sending Email  
• Keep messages brief, relevant and to the point. 
• Do not use an individual’s name, PARIS ID or other identifying information in the 

subject line.  
• If personal information must be sent by email outside of CLBC, use a document with 

password protection to preserve confidentiality. Provide the password separately. 
• Create separate emails when communicating about more than one individual or topic. 
• Use language that is professional, respectful and factual. 
• Indicate the intent of the email: e.g. to share information, gather information, request 

advice or direction, etc.   
• Identify the subject clearly at the beginning of the email and include only information 

related to that topic. 
• Proof read emails to ensure that the message is clear and that it would make sense if 

printed out on its own.   
• Indicate if the email is not to be forwarded on to others.  
• Address or copy emails only to those who need to be aware of or respond to the 

information in the note.  
• Use only standard CLBC formats for email signatures, as outlined in the CLBC Brand 

Guidelines and include the Confidentiality Notice on work-related emails.  

3.3 Replying to or Forwarding Email 

• When forwarding email, ensure the subject line still reflects the content of your message. 
• Avoid forwarding a string of emails. If there has been an involved electronic discussion 

on a subject, summarize the important aspects or include only those attachments that 
will assist the recipient to understand or respond to an issue. If you do need to forward 
a string of emails, review the whole string first to avoid inadvertently sending 
something that may embarrass a person or agency, or compromise privacy. 

• Do not forward an email to a party outside CLBC without consulting its author first. 
• Create a message to stand on its own in a reply or forwarded email, so recipients don’t 

have to scroll through several messages or screens to identify the issue or question.   
• Use the ‘Reply All’ function sparingly and only where everyone on the distribution list 

for the email actually needs to know your response. 
• Use the “c.c.” function sparingly, where the information is of primary interest or critical 

importance to these recipients and you wish everyone copied to receive the response. 
3.4 Use of Faxes 



 
 
July 2011 Use of Email and Fax Policy  3 
 

• Use for sending and receiving personal or confidential information only when other 
more secure options are not possible. 

• Use a CLBC cover sheet with privacy warning, as identified in the CLBC Brand 
Guidelines. 

• Never put an individual’s name or PARIS ID on the cover sheet. 
• Double check that it is the correct fax number before sending. 
• Call the intended recipient of a fax containing confidential or personal information, prior 

to sending it, to ensure the recipient is able to receive it in a manner that ensures the 
privacy of the information (e.g. by standing beside the fax machine). Confirm receipt. 

• Determine when an expected fax containing confidential or personal information will 
arrive and stand by the fax machine to receive it. If this is not possible, alert other staff to 
watch for it and provide instructions to keep the information secure. 

3.5 Manager/Director Responsibilities 

• Managers ensure fax machines are placed in secure areas not accessible to the public. 
• The Director, Human Resources ensures that all employees sign the Standards of Conduct 

for Community Living British Columbia Employees and the Internet and Communication 
Technology Agreement before access is granted to government internet and 
communication technology resources.  

• The Director, Quality Assurance addresses questions from managers and staff and 
reviews this policy to ensure it is kept up to date as technologies change.  

4. DOCUMENTATION 
Upload all emails and faxes pertaining to an individual to Individual Sites (SharePoint) as 
required by the CLBC Documentation and Recording Policy. The initiator of a string of emails is 
responsible for uploading all emails and faxes.  

5 .  P R A C T I C E  
5.1 As with other forms of communication, use emails and faxes on the assumption that they are 
not private or secure and will be seen by all intended recipients and may also be seen by other 
parties. Be mindful of the intended audience and potential public nature, when deciding what 
will go in an email note/fax. Create your message as if you were speaking publicly and consider 
how people may react. Keep in mind that emails can be forwarded, invisibly edited, copied, 
printed, stored and retrieved from back-up drives even when deleted. Faxes may be 
downloaded from the hard drive or picked up and viewed by an unintended person unless 
precautions are taken. 

5.2 Use email carefully or not at all in situations where there is potential for confusion, conflict, 
anger or concern. Complex or emotional issues are better discussed in person or by phone. 
Don’t use email to avoid a difficult conversation. Do not criticize a colleague, service provider, 
individual or family member in an email. Resolve conflicts about practice or other matters in 
person. 
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5.3 Keep in mind that without a ‘tone of voice’, verbal expressions and other cues, the chance of 
an email being misunderstood or misinterpreted increases dramatically. This becomes even 
more likely when not everyone involved in an email exchange knows each other or the issues.  

5.4 Philosophical, humorous or personal epilogues are not suitable for professional emails and 
may not be used for email signatures.  

5.5 Reasonable, incidental use of email for personal purposes is acceptable, as long as it does not 
reduce staff’s productivity or jeopardize the integrity and security of information and 
communications technologies systems and/or harm CLBC’s reputation.  

5.6 Be aware of other good email practices including: 
• Consider alternative methods such as a WORD document, memo or phone call, if there 

are a number of pieces of information to communicate. 
• Manage the inbox efficiently and respond in a timely manner. 
• Organize emails in folders. 
• Log off or lock the computer when away from the desk. 
• Delete any email exchanges sent for personal purposes promptly. 

6 .  R E F E R E N C E S  
CLBC References 

Brand Guidelines 
Confidentiality and Information Sharing Policy  
Documentation and Recording Policy 
Internet and Communication Technology Agreement   
Organizational Privacy Policy 
Privacy Guidelines 
Standards of Conduct for Community Living British Columbia Employees 

BC Government (Corporate Information Management Branch) References 

Recommended Practices # 1: Government Email: Employee Responsibilities 
Recommended Practices # 2: Email Tips 
Recommended Practices # 3: Creating and Managing Email Folders 

Legislation 

Freedom of Information and Protection of Privacy Act 
Interpretation Act 
Document Disposal Act 
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