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Appendix 6: Program Negotiations - Security and Privacy 

February 2020 

Program Negotiations (PN) is a new initiative that will simplify and streamline the negotiation of 

program costs and service levels between CLBC and service providers. This project will improve 

the efficiency, consistency and timeliness of this process, freeing up time for your organization 

to focus on delivering high quality service to individuals.   

How is CLBC considering the safety and security of an individual’s personal 

information when using this new process? 

CLBC has a robust privacy and information management system that is built on a platform of 

organizational accountability for privacy and stewardship of the information we use and share. 

As a Crown Agency, CLBC must comply with the Provincial Governments privacy laws and 

regulations including the Freedom of Information and Protection of Privacy Act (FOIPPA). We 

have developed a thorough process for identifying and mitigating privacy and security risks, 

including the use of privacy impact assessments and security threat risk assessments.  

Program Negotiations has been built on the foundation of responsible engagement, interactions 

and use of information. We have identified privacy-related obligations and risks and 

appropriately taken them into account when developing this program. This initiative has 

established strong security and privacy controls that will apply throughout the negotiation 

process. *Please refer to the Appendix below for details of these controls.  

Additionally, under this new initiative, CLBC will not disclose any sensitive information that 

could identify the individual receiving service. The Program Budget tool (which replaces the 

FGT) does not contain any data fields attributed to an individual’s personal information (e.g. 

name, birth date, SIN etc.). Only information related to the program is shared and we can 

confirm that the electronic exchange of this data from CLBC to service providers is secure. In 

addition to the guidance provided in the Appendix below, CLBC will provide further instruction 

to service providers regarding best practices in the area of privacy and information sharing if 

required.    

As a service provider with CLBC, you also have a large role to play in protecting personal 

information within your organization. As an organization, you are encouraged to review or 

adopt policies and implement appropriate procedures to demonstrate that your processing of 

personal data is complaint with stringent privacy regulation and practice, including fulsome 

awareness of the rules and regulations under FOIPPA. Staff will be able to better ensure privacy 

when they are able to recognize a matter as one that involves personal information protection.   

Together, adhering to our own privacy management programs, following FOIPPA, and taking 

steps to develop and strengthen privacy management, we are confident that the exchange of 

information from CLBC to service providers as part of the Program Negotiations project is safe 

and secure.   
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Sub-Appendix: Security and Privacy Controls 

 

1. Users are identified and authenticated  

To ensure confidentiality, Draft Program Budgets can only be issued to service provider contacts 

that have been enrolled in the Program Negotiations process. As part of this enrolment process, 

senior staff from each agency are responsible for providing CLBC with a list of the contacts at 

their organization that are authorized to receive Draft Program Budgets. These contacts are 

then entered into the system by CLBC staff.   

There is no secondary verification check when an access link that is contained within the 

notification email is selected. As a result, before forwarding an access link, service providers 

should be aware of their responsibilities under FOIPPA. CLBC recommends that the following 

precautions are taken at a minimum:  

▪ Do not forward an access link to anyone who is not authorized to view your 

organization’s negotiations with CLBC  

▪ Ensure that the email address entered is correct  

▪ Do not include the full name of the individual receiving service or any other identifying 

information in:  

• any of the free-form text fields of the Draft Program Budget o the subject line or 

body of the email being forwarded  

Provided that appropriate measures are taken, there should not be any privacy or security 

issues connected to this process.  

2. Unique access links are generated at each point of issuance  

When CLBC issues a Draft Program Budget to an enrolled service provider contact, an 

automated email notification is sent by the system containing a link to access that organization’s Landing Page. 

The Landing Page lists all Draft Program Budgets that are currently being negotiated for the 

organization as a whole. This includes records that were originally sent to a different contact at 

the organization. Each link provides access to the same Landing Page.   

Every time a Draft Program Budget is issued to an enrolled service provider contact, a new 

access link is created. This ensures that greater control can be applied with regard to who can 

access a given link and for how long.  

3. All access links contain an embedded expiry date   

All access links have a standard built-in expiry date based on the date that the link was 

generated. This ensures that access to the Landing Page is time-limited, establishing an 

additional layer of security that did not exist in the past. Currently, each link automatically 
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expires 60 days after it was issued. This window can be shortened if necessary, but the length 

of time required by service providers to review and respond during the negotiation process is 

an important factor to consider in this decision.  

In cases where an email notification is forwarded to a colleague, a new access link is not issued 

by the system. Instead, the original link that was issued by the system will remain active. As 

above, if forwarding the access link, please ensure that a stringent privacy and security process 

is followed. To confirm, by forwarding an access link, the recipient is granted access to all Draft 

Program Budgets that are under negotiation for the entire organization. It is not possible to 

restrict access to specific Program Budgets or tailor the list for forwarding to specific 

individuals.  

4. Historic negotiations cannot be accessed  

For security and privacy reasons, Program Budgets will only be accessible via the Landing Page 

for a predetermined period of time subsequent to the related contract being pay authorized.  

This window currently stands at 60 days. The countdown commences when the contract is pay 

authorized as this is the point at which no further changes to the Program Budget can be made 

by either party.   

At any point during the negotiation process up until this designated cut-off point, service 

providers can export the underlying Program Budget data to Excel (not including formulae) for 

their records. Service providers are encouraged to save an Excel copy of the Program Budget 

upon each submission to CLBC.  

  




